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   DATA PRIVACY AND COMPLIANCE 
FREQUENTLY ASKED QUESTIONS (FAQ) - DIGIFISH GROUP PTY LTD 

DATA PRIVACY AND COMPLIANCE 
We, DIGIFISH GROUP PTY LTD (DIGIFISH), have created the FAQ below to support quesMons related to how 
the DIGIFISH AnalyMcs Data Pool known as LINKLAKE™ is generated and how applicable consumer privacy 
and regulatory compliance are addressed. 

HOW DOES DIGIFISH COLLECT THE DATA PUT INTO LINKLAKE? 
DIGIFISH does not collect data directly from the consumer. DIGIFISH contracts with Contributors to uMlise 
their consumer data assets. DIGIFISH manages deep profiles around people, places and businesses geo- 
Med to their digital footprint. From this we build a comprehensive idenMty graph with interconnected 
enMMes across mulMple contact pathways both online and offline. 

WHAT DIGIFISH REQUIRES FROM ITS CONTRIBUTORS? 
DIGIFISH contracts with Contributors such that they warrant: 

• The Consumer records are collected in compliance with the Australian Privacy Act 1988. 
• The Consumer consented / opted-in such that their details can be uMlised to fulfil DIGIFISH Use 

Cases. 
• The Consumer consented / opted-in such that their details can be provided to third party 

organisaMons downstream. 
• The Consumer consented / opted-in such that their details can be provided to Third Party 

OrganisaMons outside Australia. 
• The Contributors have a robust and effecMve Consumer opt-out process from the Consumer and 

to and from DIGIFISH. 
• The Consumer has been informed of the Contributors opt-out process. 
• The Contributors have a data breach policy. 
• The Contributors consent to the DIGIFISH Privacy compliance a_estaMon audit. 

DOES DIGIFISH CONSIDER THE CONSUMER? 
DIGIFISH as part of its core ISO 27001 InformaMon Security Management System implementation 
considers the Consumer as an ‘Interested Party’. As such they have legal and consideraMon rights in the 
handling, storage, use and disclosure of their informaMon by DIGIFISH. We therefore have designed our 
InformaMon Security Compliance and Privacy Compliance program to protect the Consumer as an 
Interested Party. 

UNDERSTANDING OUR CONTRIBUTORS 
Our Contributors are sourced from three types of industry leading data generaMng organisaMons, these 
include online mobile device driven locaMon data, offline opt-in lead generaMon data and offline a_ribute 
data at address and person level. 

In reference to our Contributors when we refer to DIGIFISH collecMon pracMces below we are referring to 
our Contributors collecMvely. 

DIGIFISH captures data at a broad level for both Consumers and Mobile LocaMon Data and addresses 
applicable privacy and compliance. Note that while apps and sites, the same privacy compliance applies to 
all data collected and managed by DIGIFISH. 
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All data collected, and associated partners are required to, support clear and compliant privacy no5ces 
and opt-in/out management that allow for collec5on, use, and distribu5on to 3rd par5es. Noncompliant 
data that is iden5fied is suppressed as detailed below and will not be delivered to customers. 

WHAT RIGHTS AND PERMISSIONS DO YOU HAVE TO DATA THAT YOU MAKE AVAILABLE TO YOUR CUSTOMERS? 
DIGIFISH maintains complete rights to license the data collected to customers for any legally permissible 
purpose including but not limited to marke5ng, adver5sing, publishing, lead genera5on, analy5cs, fraud 
preven5on, credit scoring, debt collec5on, and contextual recommenda5ons. 

We set a minimum Use Case standard for all ingested data such that it may be u5lised for analy5cs, 
segmenta5on, indirect marke5ng and summary modelling. 

HOW DO WE PROVIDE YOU DATA? 
DIGIFISH provides its data to clients either: 

• Licensed PlaOorm – client can upload their PII data and link to the DIGIFISH LinkLake 
• Data Load – client can receive a bucket of selected LinkLake data. 

CAN DIGIFISH AUDIENCE INTELLIGENCE BE TRANSFERRED TO A NON-PII ENVIRONMENT/APPLICATION? 
DIGIFISH’s deep audience segments on consumers can be aRached to device ids, cookies, hashed emails. 
In a non-PII supported environment, deep consumer intelligence will go out as segments without 
aRachment to core iden5fying informa5on. For example, in a programma5c environment when requests 
come in against a hashed email, a device id , cookie, or an ip address, DIGIFISH matches the input against 
its base and returns segments such as pet-owner, >120k income, outdoor enthusiast, execu5ve at a 
FT500 company, age 35-45, male, visited x, y z, places and searched for keywords/concepts/tech domain 
related web searches in last couple of weeks. This external intelligence would help contextualise offer/
recommenda5on and personalisa5on. So in essence, all PIIs can be fully abstracted in the resul5ng feed/
dataset/plaOorm output. Customers can receive machine-readable intelligence 5ed to some ids, cross-
device ids or hashed ids. 

If a brand wants to extend intelligence on its consumer base, DIGIFISH can accept input with non-PII data 
(a set of hashed emails, device ids, cookies, ip addresses or other) and append deep intelligence against 
the input. For PII level enhancement, DIGIFISH dataset, plaOorm, tools or a subset of it could be taken in- 
house for append and aggrega5on. 

DO YOU FOLLOW ANY SELF-REGULATORY PRACTICES? 
DIGIFISH follows closely and adheres to the generally accepted principles of many organisa5ons including 
ISO 27001, NAI, DAA, and others. 

WHAT OPTIONS DO YOU PROVIDE, IF ANY, FOR CONSUMERS TO OPT-OUT OF YOUR DATA PRACTICES? 
DIGIFISH only works with data that is collected with clearly stated opt-in and easily accessible opt-out for 
consumers. 
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HOW DO YOU AVOID COLLECTING DATA FROM CHILD-DIRECTED WEBSITES, APPS OR OTHER SOURCES, 
OWNED AND PIRATED OR VIA PARTNER RELATIONSHIPS? 
No data is collected or maintained for people under the age of 18 years. 

HOW ARE YOU ADDRESSING COMPLIANCE WITH THE CALIFORNIA CONSUMER PRIVACY ACT (CCPA)? 
DIGIFISH has been diligently working with its Contributors ac5vely to ensure compliance with CCPA such 
that only data that is CCPA compliant is collected and passed along to customers. 

• UPDATED PRIVACY POLICIES - Using plain language, avoiding technical or legal jargon, describe 
ALL PII collected, the purposes for which PII will be used. 

• INCLUDES a sec5on for California residents that among other things: 
- enables users to request what PII the company has collected about a user, the 

categories of PII sold or disclosed, and sources of PII 
- enables users to request the dele5on of PII about them 
- informs users about their right to opt-out of the sale of their PI 
- Includes at least two methods (e.g. web form, email) for users to exercise their rights. 

• DO NOT SELL LINK - CCPA requires a clear and conspicuous “Do Not Sell My Personal Information” 
• OPT-IN NOTICE AND CONSENT, AND “SIGNED ATTESTATION” - Based on CCPA and NAI 

standards, before is collected, a no5ce to users must inform them that their data will be 
collected and shared with partners, including use case categories. DIGIFISH has ac5vely worked 
with partners to implement and will make available to customers representa5ve samples of 
no5ce for customers to keep on file and will update as needed. 

• AUDIT FLAG COLUMNS INCLUDED IN DAILY DATA FEED – DIGIFISH will make available to 
customers the ability to include the following flags in the data delivered: 

- “ccpa_dns_present” will equal 1 for all rows if a CCPA compliant Do Not Sell opt-out 
links were in place at the 5me the data was collected, and the user has not opted out. 

- “consent_obtained” will equal 1 for all rows if the user properly opted-in with CCPA 
compliant no5ce and consent. 

• UPDATED “CONSUMER REQUESTS” FILE - For consumer opt-out requests, DIGIFISH will make 
available to customers a CSV file of affected records (i.e. device id’s). This file would be 5tled 
YYYY/MM/DD/consumer_requests/Pub_id (if applicable). The columns of this file should be 
“applicablerecord_id,” “ac5on” (which would be “opt-out”), and UTC 5mestamp. 

HOW DOES GDPR IMPACT YOUR COMPANY’S DATA COLLECTION OR AGGREGATION POLICIES IN THE EU AND 
HOW YOU ARE ADDRESSING? 
DIGIFISH has been ac5vely working with our partners to ensure opt-in/opt-out and terms of use are 
updated, clear, and comply. The result is that our supply of data in the EU has the following two fields to EU 
data: 

• GDPR: mark 0 or 1 (1 is restricted uid and 0 is non-restricted uid) [if a user is located in the EU then 
this field must be set to 1] 

• GDPR_consent: This is the IAB consent string which is a daisy bit encoded in base64. Always have this 
column present even if gdpr=0, just keep the consent blank.
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